SNAPSHOTS OF ANTIVIRUSES USED BY CLS, TESTED, TRIED AND PROVEN SOFTWARE

@ EM\Anti-virushrkill.exe
* Rpc8=z => xSystemBRootx“system3Zssvchost exe -k rpecss [Incorrect ImagePathl n
Searching for Missing Digital Signatures:
®* CisWINDOUS-System3d2scomres .dll [HoSigl
®* CisWINDOUS-System3d2ssetupapi.dll [NoSigl
®* CisWINDOUS-System32ssfefiles.dll [MoSigl
* CosWINDOUSsSystem3d2suserd? . dl]l [HoSigl
®* CisUINDOUSSSystemd2sUxTheme .d11 [HoSigl
+=2» G WINDOWEssyztem3Z2ssyscachesuxtheme .d1l : 218.624 : O1-18-/2007 60:82 AN :
be52aefdc3dc8B5513987hfbofB49£32 [Pos Repll
Checking HOSTS File:
» HOSTS file entries found:
127.8.8.1 localhost

Program
Executid

Rkill Finished ﬂ

You should now be able to run your normal security programs sc that you can
scan for computer infections.

A log file called Rkill.tet has been created on your desktop and will be shown

automnatically. This file contains information on what actions were performed
on your computer by Rkill,
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Rkill...kills processes used by viruses so we can remove them without any fuss, like taking candy
from a baby.




@ Norton Power Eraser

Scan Complete

Status Action
combofix.exe Startup ltem Bad [v Remove < H
I Registry System Settings Bad [v Repair i I
hypertrm.exe Startup Iterm Unknown > H
COMRes.dll File Unknown ' ]
credui.dll File Unknown [ I D
M SGINA.II File Unknown L' ]
NETSHELL.dII File Unknown (1
SETUPAPLdII File Unknown oy ¢
=fr = dll Fila | Imken mnem . ! |

[~ Create System Restore Point before proceeding with fix (Recommended).
System restore points cannot be taken in safe mode.

Vi"omn View log  Locate log Fix Now
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@ start| | & NPE| @ .. | Dygk..| O sti|[ @ N @ 1025PM
cCEéeémeuQyEYhEcag® Thursday

Another “bad boy” getting the job done, notice we have several antiviruses running at the
same time...we are using the “line of defense” technique.




Microsoft (R) Windows XP (R) (Build 2600.psp_sp3_qfe.130704-0421: Service Pack 3}

7 | Desktop J

Windows is running in safe mode,

This special diagnestic mede of Windows enables you te fix a problem which
may be caused by your network or hardware settings. Make sure these settings
are correct in Control Panel, and then try starting Windows again, While in safe
muode, some of your devices may not be available,

To proceed to work in safe mode, click Yes, If you prefer to use System Restore
to restore your computer to a previous state, click Mo,

This antivirus will only work effectively in safe mode.




Notice the OS..XP.

Microsoft (R) Windows XP (R) (Build 2600.xpsp_sp3_qfe.130704-0421: Service Pack 3)

2 @

Scan Mow Preferences  List Viruses

Directories to scan:

Add

Browsze

2
Posgibly Infected:...
Boot Sector(s].... .
Posgibly Infected: ... 0

Murnber of clean files: 29837

) start| | < BV..| (| B N [ B @ 10:30PM
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This is used when you get “Blue Screen of Death” guarantee to get XP up and running again.




Malwarebytes Anti-Malware

Scamrer | Protection | Update | Qusrantine | Loge | lonoelist | Settings | Mors Tooks | about

5 Quarantine
The guarantine holds all previously found and removed threats. To manage quarantined threats. use the options below.

“Wendaor Date Category Iterm o
W@ PUP.Optional.InstallCore.A 1/29/2014. B:14 &M File C:\System Yolume Information’,_restore{4F 37EEB7-3434-47..
@ PUP.Optional.Lookinglink.A 1/28/2014, B:14 AM File C:\System Yolume Information’_restore{4F 37EEB7-3434-47.
@ PUP.Optional.Lookinglink.& 1/29/2014, 6:14 AM File C:ASystem Yolume Information’,_restore{dF 37EER7-3434-47
W@ PUP.Optional.Lockinglink.A 1/29/2014. B:14 &M File C:\System Yolume Information’,_restore{4F 37EEB7-3434-47..
@ PUP.Optional.Sambreel.& File C:\System Yolume Information’_restore{4F 37E BB 7-3434-
Agent File W zershall U zershapplication D atab nstallMate {CAZI2FO0,

m

@ PUP.Optional.InstallCore.A 2/5/20M4, 4:40 A4 File: C:\Users\Bless\D esktop\win?\windows-7-red-theme-es-en.
w@ PUP.Optional.InstallCore 2/9/2014, B:23 AM File C:AUsershBless\Downloads\CR_Downloader_tar_superma...
W@ PUP.WirelessNetworkTool 4/3/2014, 546 AM File C:\Users'Bless\Downloads\\WirelessNetView. exe
@ PUP.Optional.Optimuminstall.. 2/5/2014, 4:40 AM File: C:\Users\Bless\Downloadshexe
w@ PUP.Optional.Outhrowse 2/22/2014, 8:22 PM File C:AUsershBless\Downloadshsetup.exe
W@ PUP.DownloadAdmin 3/27/2014, 5:05 A File C:\Users‘Bless\Local SettingshTemporary Internet FilesCo...
‘@ PUP.Optional.InstallMonetize...  3/27/2014, 5:05 AM File C:\Users‘Bless\Local SettingshTemporany Internet Files\Co
w@ PUP.Heygen.Intro 2/5/2014, 4:40 AM File C:AUsershBless\Mew Falder [3)Mfile scavenger 3.2.22.2010...
W@ RiskWare.Tool.HCK 2/4/2M4, 413 A0 File C:\Users\Bless\Mew Folder [3)\fle scavenger 3.2.22.2010...
‘@ RiskWare.Tool.HCK 27424, 413 A4 File: C:A\Users\Bless\Wew Folder [3)Mile scavenger 3.2.22.2010.
w@ Trojan.Agent.Gen 3/16/2014, 2254 AM File C:AUsersyhBless\Application Datsh\Explorer. EXE_log. bt
@ A re.nstallBrain 1/29/2014, 3:54 AM File FADownload\ 7 7ZipSetup. exe
‘@ A re.InstallBrain 1/28/2014, 3:54 &M File FADownload\77ZipSetup. exe
W@ A re.InstallBrain 1/29/2014, 354 &M File F:A\Download\77ZipSetup.exe
@ A re.nstallBrain 1/29/2014, 3:54 AM File FADownload\ 7 7ZipSetup. exe
‘@ Adware.InstallBrain 1/28/2014, 3:54 &M File FADownload\77ZipSetup. exe
A re.InstallBrain 1/29/2014, 354 &M File F:A\Download\77ZipSetup.exe
ware.nstallBrain 1/29/2014, 3:54 AM File FADownload\ 7 7ZipSetup. exe
re.InstallBrain 1/23/2014, 3:54 &M File F\Download\77Zip5Setup. exe
re.InstallBrain 1/29/2014, 354 &M File F:\Download 7 7ZipSetup. exe
re.nstallBrain 1/29/2014, 3:54 AM File FADownload\ 7 7ZipSetup. exe
re.InstallBrain 1/23/2014, 3:54 &M File F\Download\77Zip5Setup. exe
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Total items: 37 Delete I I Delete Al J I Restore I I Restare &l I

I Buy Mow I l Activate I

Another “bad boy” in our arsenal of removal tools, we don’t use AVAST ANTIVIRUS
anymore, because its line of defense is not strict as these guys.

We preach what we know are facts! We don’t worry about our customers with
XPs, because they have experienced our professionalism for years.

www.cls2013.freehostia.com




